HUMAN RESOURCES PRIVACY POLICY

The Human Resources department of i-Hub S.A. (“The Company”) is committed to ensure the highest standards of data protection in compliance with the applicable legislation, notably with reference to the Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data (hereafter “GDPR”).

This policy is intended to inform all employees about the processing of personal data which i-Hub  handles, what data we collect, the reason why we use your data, with whom your data is shared and also  to provide you with information regarding your rights, how to exercise them and whom you can contact in case of any query.


1. Our HR Privacy Policy applies to:

· Employees
· Applicants
· External parties; temporary staff or external consultants


2. What Personal Data do we collect?

The personal data that we process concerns:

· Identity data (first name, last name, phone number, email, ID card/passport number, birth place, signature, social security number, address, vehicle registration number)
· Banking or financial data 
· Personal characteristics (age, gender, nationality)
· Physical data (photo)
· Household composition (household composition, emergency contact phone numbers)
· Hobbies and interests (as appears on your CV);
· Education, training and degrees (motivation letter, educational level, degree, language skills, computer skills, training)
· Position and employment (present professional position, responsibilities, employment history/past collaboration)
· Salaries (amount of salary, payslips, tax revenue information)
· Professional appraisal (comments made during the appraisal meeting)
· Data related to the attendance at work (attendance planning, annual leave register, request for day off/ short absence, management of sickness leave).

Anyone who sends personal information to the Company by any means, e.g., mail, email, fax, expressly consents to the storage, destruction, processing, or disclosure of the data, as well as any other reasonable business-related use by the Company.
We do monitor employee use of the Internet in order to detect access to inappropriate websites or other misuse of i-Hub’s  computer network.  We also use email filters to block spam and computer viruses. These filters may from time to time block legitimate email messages.
The Company will not knowingly collect or use Personal Data in any manner not consistent with this Policy, as it may be amended from time to time, and by applicable laws.

Because the Personal Information collected by i-Hub  is necessary for business purposes, you are required to provide it.  Your refusal or failure to provide the requested Personal Information may, therefore, disqualify you from employment with i-Hub or from receipt or enjoyment of certain Company benefits.


3. Why do we process your data?

The primary purposes for collection, storage and/or use of your Personal Information include, but are not limited to: 

· Human Resources Management.  We collect, store, analyze, and share (internally) Personal Information in order to retain and motivate a highly qualified workforce. This includes recruiting, compensation planning, succession planning, reorganization needs, performance assessment, training, employee benefit administration, compliance with applicable legal requirements, and communication with employees and/or their representatives. 

We process our employees’ data to enable Human Resources Management, i.e. administrative 
management of staff, payment of salaries and benefits, management of relations with the CCSS 	
and CNS, skills development, monitoring of working time, absences and management of training.
These processing operations are carried out as part of legal obligations or the performance of a contract. 

· Safety and Security Management.  We use such Information as appropriate to ensure the safety and protection of employees, assets, resources, and communities. 

· Communication and Identification.  We use your Personal Information to identify you and to communicate with you.




4. Who do we share your personal data with?

The Company acts to protect your Personal Information and ensure that unauthorized individuals do not have access to your Information by using security measures to protect Personal Information.  We will not knowingly disclose, sell or otherwise distribute your Personal Information to any third party without your knowledge and, where appropriate, your express written permission, except under the following circumstances.

· Legal requests and investigations.  We may disclose your Personal Information when such disclosure is reasonably necessary to prevent fraud, to comply with any applicable statute, law, rule or regulation; or to comply with a court order.

· Third-party vendors and service providers.  We may, from time to time, outsource services, functions, or operations of our business to third -party service providers. When engaging in such outsourcing, it may be necessary for us to disclose your Personal Information to those service providers, e.g., a payroll service, a benefits provider. We will work with any such providers to restrict how the providers may access, use and disclose your Information.

To comply with our legal and regulatory duties and obligations we share your personal data with our internal Compliance department and BDO Tax & Accounting, our services provider, who is entrusted with the payroll management. 


5. Security of your Personal Information

We employ reasonable security measures and technologies, such as password protection, physical locks, etc., to protect the confidentiality of your Personal Information.  Only authorized employees have access to Personal Information.  If you are an employee with such authorization it is imperative that you take the appropriate safeguards to protect such Information.  Paper and other hard copy containing Personal Information (or any other confidential information) should be secured in a locked location when not in use.  Computers and other access points should be secured when not in use by logging out or locking. Passwords and user ID's should be guarded and not shared. When no longer necessary for business purposes, paper and hard copies should be immediately destroyed using paper shredders or similar devices. Do not leave copies in unsecured locations waiting to be shredded or otherwise destroyed. Do not make or distribute unauthorized copies of documents or other tangible medium containing personal data. Electronic files containing Personal Information should only be stored on secure computers and not copied or otherwise shared with unauthorized individuals within or outside of Company.

The Company will make reasonable efforts to secure Personal Information stored or transmitted electronically secure from hackers or other persons who are not authorized to access such Information.

Compliance with this Privacy Policy is important to the Company. Any violation or potential violation of this Policy should be reported to the Human Resources department. The failure by any employee to follow these privacy policies may result in discipline up to and including discharge of the employee. Any questions or suggestions regarding this policy may also be directed to the Human Resources department. 



5. Which countries do we transfer your personal data to?

We usually do not transfer your personal data to locations outside Europe or to an international organisation.


6. What are your rights?

Under GDPR, you are entitled to:

· The right to information. We hope this policy has answered your questions. For any further information, you can always contact our HR Manager – Cettina Dalli-Cardillo
· The right to access your data. Obtain details of the personal data we hold and how we process it.
· The right to rectify your data if it is erroneous or obsolete.
· The right to access and rectify your data can be exercised via the HR System, Mpleo. Every employee has a personalised password to access the system at all times. 
· The right to lodge a complaint with the “Commission nationale pour la protection des données” (CNPD) if you consider that the processing of your data does not comply with the law.

In certain cases you also have the following rights:

· The right to request the deletion of your data.
· The right to request the limitation of the processing of your data.
· The right to object to the processing of your data for any other legitimate reason (unless i-Hub S.A. has a legitimate and compelling reason to continue the processing).
· The right to the portability of the data you have provided to the i-Hub S.A.


7. Updating and Accessing Your Personal Data
You must promptly inform us when changes occur in the Personal Information you have provided so that we can maintain accurate Information about you. Although you may update or change your Information, we may maintain such Personal Information previously submitted in historical archives.


 8. Any Questions?

If you have any questions, please revert to your Human Resources department. 




